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1. Introduction 
 
The impact of the embedding of Internet, mobile and wireless technologies into the 

daily fabric of contemporary life has implications for the shaping of “our spatial, 

temporal and social relations with each other”1. For victims of domestic violence these 

technologies have “created both benefits and detriments”2. On the positive side it is 

now easier for anti-domestic violence advocates and support services to reach out to 

victims more widely “than was previously possible through print and word of mouth 

efforts”3. The Internet also provides victims with “greater access to resources about 

domestic violence as well as Internet-based support groups”4. However, at the same 

time, increasing evidence is emerging “on how new ICTs are opening up different 

avenues of control for abusers”5. Internet, mobile and wireless technologies have aided 

domestic violence perpetrators in their efforts to “further monitor and control their 

partners’ activities”6. 

 

National advocacy organisation, the Australian Domestic & Family Violence 

Clearinghouse, states that information communications technologies (ICTs) are misused 

in situations of domestic violence to harass, intimidate, threaten and coerce. This occurs 

across nearly all types of ICTs, including: “computers and associated use of the internet, 

mobile phones and other communications devices, including global positioning systems 

(GPS) or satellite navigators, digital cameras and other recording equipment”7. 

 

Rapid development in ICTs has seen the emergence of a mobile and ubiquitous 

connectivity which has changed geographic and spatial boundaries as they relate to 

                                                 
1 Kee, J. 2005, Cultivating Violence through Technology? Exploring the Connections between 
Information Communication Technologies and Violence Against Women, Association for Progressive 
Communications, viewed 27 September 2011, 
<http://www.apc.org/en/system/files/VAW_ICT_EN.pdf>, p.1. 
2 Kranz, A. & Nakamura, K. 2002, Helpful or Harmful? How Innovative Communication Technology 
Affects Survivors of Intimate Violence, MINCAVA electronic clearinghouse, Minnesota Center Against 
Violence and Abuse, viewed 27 September 2011,  
<http://www.mincava.umn.edu/documents/5survivortech/5survivortech.html>, para. 1. 
3 Kranz et al., op. cit., para. 1. 
4 Kranz et al., op. cit., para. 1. 
5 Kee., op. cit., p. 8. 
6 Kranz et al., op. cit., para. 1. 
7 Hand, T. , Chung, D. & Peters, M. 2009, The Use of Information and Communication Technologies to 
Coerce and Control in Domestic Violence and Following Separation, Stakeholder Paper 6, Australian 
Domestic & Family Violence Clearinghouse, viewed 22 September 2011,  
<http://www.austdvclearinghouse.unsw.edu.au/PDF%20files/Stakeholder%20Paper_6.pdf>, p. 1. 
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feelings of safety for victims of domestic and intimate partner violence8. The Australian 

Domestic & Family Violence Clearinghouse states that: 

 

“Because ICTs can locate, communicate and contact people globally, women’s 

sense of safety can be further eroded, despite what was once considered a ‘safe 

distance’”9. 

 

Thus, domestic violence presents as an area of analysis as it relates to information 

communication technologies10.  Geographic, spatial and temporal boundaries have been 

so radically altered by ICTs and mobile and ubiquitous connectivity that some anti-

domestic violence advocates argue that it is no longer clear that physically leaving a 

domestic violence situation allows victims to “sever ties or abuse”11. In contrast to older 

technologies such as landline telephones, mobile phones are “physically present with a 

person at most times”12. 

 

In line with the authors of the Australian Domestic & Family Violence Clearinghouse 

Stakeholder paper, The Use of Information and Communication Technologies to Coerce 

and Control in Domestic Violence and Following Separation, gendered language is used 

in this report: 

 

“…to reflect the fact that the majority of perpetrators of domestic violence are 

men. We acknowledge that both men and women (including those in same sex 

relationships) may use ICTs to abuse, control and monitor current and former 

intimate partners; however the language used in this paper reflects the majority 

of cases”13. 

 

 

 

                                                 
8 Hand et al., op. cit., p. 3. 
9 Hand et al., op. cit., p. 3. 
10 Dimond, J. , Fiesler, C. & Bruckman, A. 2010, ‘Domestic violence and information communication 
technologies’, Interacting with Computers, vol. 23, issue 5, p. 414. 
11 Dimond et al., op. cit., p. 415. 
12 Dimond et al., op. cit., p. 417. 
13 Hand et al., op. cit., p. 1. 
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2. Making the connection between domestic violence and the 
misuse of ICTs  
 

In an exploration of the connections between ICTs and violence against women, Kee 

offers the following definition of domestic violence: 

 

“Domestic violence is understood as an abuse of power, where predominantly a 

male intimate partner attempts to control and dominate the other through 

physical, psychological and/or sexual violence, or threat of such violence, or 

through control of her finances, mobility or social life”14. 

 

Dimond et al point to the cultural and legal specificity of definitions of domestic violence: 

 

“Although a definition of the phenomenon occurs across cultures, as well as in 

legal and advocacy contexts, ‘domestic violence’ typically refers to physical, 

sexual, and psychological abuse directed against domestic partners”15. 

 

Statistics reported by the Australian Domestic & Family Violence Clearinghouse from the 

2006 Australian Bureau of Statistics, Personal Safety Survey reveal that: 

 

• “15% of Australian women had experienced physical or sexual violence from a 

previous partner. 

 

• 31% of women who experienced physical violence in the past 12 months were 

assaulted by a current or previous partner. 

 

• In 21% of sexual assault incidents, the violence was perpetrated by a previous 

partner”16. 

 

                                                 
14 Kee., op. cit., p. 7. 
15 Dimond et al., op. cit., p. 413. 
16 Campbell, R. 2011, Fact Sheet, General Partner Violence Statistics, Australian Domestic & Family 
Violence Clearinghouse, viewed 22 September 2011, 
<http://www.adfvc.unsw.edu.au/PDF%20files/Fast_Facts_1.pdf>   
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According to the Australian Bureau of statistics Online @ home report “in 2008–09 

nearly six million Australian households (72%) had internet access” and “in June 2009 

90% of Australian businesses had internet access”17. In March 2011, The Australian 

reported that “according to statistics from IDC Australia, 12.74 million mobiles were sold 

last year” and “smart phones accounted for 57 per cent of mobile phones sold last 

year”18.  

 

With 15% of Australian women having reported experiencing physical or sexual violence 

from a previous partner, six million households online, and mobile phones being 

purchased at a rate of one million units per month “it is reasonable to assume that a 

significant percentage of Internet (and mobile phone) users are victims of domestic 

violence”19. This confluence of data points to an urgent need to “examine the impact of 

ICTs on gender relations”20.The misuse of ICTs by domestic violence perpetrators has 

implications “for practice, legislation, policy and research”21. In light of these broad 

implications, advocates argue that “it is imperative that the use of ICTs by domestic 

violence perpetrators be recognised as a growing area of concern in the context of 

domestic violence”22. 

 

3. Misuse of ICTs as non-physical contact violence 
 

“Intimate partner violence often includes a range of behaviours that utilise 

psychological threat and intimidation and physical victimisation. Domestic 

violence has been conceptualised as creating a pattern in which the central issue 

is control to create dependence, promote physical isolation and inhibit a victim’s 

                                                 
17 Australian Bureau of Statistics, 2011. Online @ Home, Australian Social Trends, June 2011, 
Australian Bureau of Statistics, viewed 31 October 2011, 
<http://www.ausstats.abs.gov.au/ausstats/subscriber.nsf/LookupAttach/4102.0Publication29.06.116/$Fi
le/41020_Online_Jun2011.pdf>, p. 2. 
18 Foo, F. 2011, Australians buy 1 million mobile phones monthly: IDC, The Australian, viewed 31 
October 2011, <http://www.theaustralian.com.au/australian-it/telecommunications/million-mobile-
phones-sold-each-month-in-australia-idc/story-fn4iyzsr-1226027430823> 
19 Kranz et al., op. cit., para. 5. 
20 Kee., op. cit., p. 2. 
21 Hand et al., op. cit., p. 12. 
22 Hand et al., op. cit., p. 12. 
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reality testing. This pattern of control includes limiting the use of technologies 

intended to promote better communication”23 

 

In a report for the Australian Domestic & Family Violence Clearinghouse entitled Hurting 

Without Hitting: non-physical contact forms of abuse, therapist Dr Laurie McKinnon 

argues that non-physical contact violence should be fully regarded as a form of domestic 

violence24. McKinnon notes that literature on domestic violence may refer to verbal, 

emotional or psychological abuse, verbal or symbolic violence or emotional or 

psychological maltreatment, but is often “unclear as to whether there is a difference in 

the phenomena” to which the literature refers25. It is important that non-physical 

contact violence is not dismissed as ‘only’ relationship conflict26. Research has shown 

“that there are long-term effects of non-physical contact violence that include physical 

and mental illness, as well as behavioural and relationship consequences”27. This kind of 

psychological abuse is also “a significant predictor of posttraumatic stress disorder in 

adult women”28. McKinnon goes on to assert that: 

 

“Policies and practice guidelines position practitioners to take protective action 

where there is risk of physical harm; there is little recognition of forms of abuse 

that do not involve physical contact between the perpetrator and the target 

person”29. 

 

The lack of clarity and consensus about terminology in practice, legislation, policy and 

research of and about non-physical violence as domestic violence means that the task of 

further reconceptualising non-physical violence to include misuse of ICTs by domestic 

violence perpetrators is a challenging one. It is however essential that practitioners, 

legislators, policy makers and researchers fully grasp and respond to the way in which 

rapid developments in ICTs have “vastly increased the scope of technologies of 

                                                 
23 Southworth, C. , Finn, J. , Dawson, S., Fraser, C. & Tucker, S. 2007, ‘Intimate Partner Violence, 
Technology and Stalking’, Violence Against Women, vol. 13, no. 8, p. 843. 
24 McKinnon, L. 2008, Hurting Without Hitting: non-physical contact forms of abuse, Stakeholder 
Paper 4, Australian Domestic & Family Violence Clearinghouse, viewed 27 September 2011, 
<http://www.austdvclearinghouse.unsw.edu.au/PDF%20files/Stakeholderpaper_4.pdf>, p. 12. 
25 McKinnon et al., op. cit., p. 1. 
26 McKinnon et al., op. cit., p. 14. 
27 McKinnon et al., op. cit., p. 3. 
28 McKinnon et al., op. cit., p. 6. 
29 McKinnon et al., op. cit., p. 1. 
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intrusion”30. Domestic violence victims are currently experiencing surveillance, coercive 

control, non-physical contact violence and increased risks to their physical safety via 

perpetrators’ misuse of ICTs in multiple ways (please see Appendix 1 for a listing of 

methods of misuse). It is vital that the misuse of ICTs by domestic violence perpetrators 

is taken seriously and not dismissed as trivial or “not as serious as physical violence” or 

“minimised as ‘not doing much harm’”31. Hand et al argue that: 

 

“…the misuse of ICTs provides further opportunity for violence against women 

by extending the apparatus available for coercive control and surveillance. In 

essence, we are arguing that the misuse of ICTs is not a new form of domestic 

violence and stalking: rather the misuse of ICTs provides new and more 

extensive techniques for the control and abuse of women”32. 

 

The misuse of ICTs by domestic violence perpetrators should be understood as part of a 

web of controlling, coercive and psychologically abusive behaviours directed at partners 

or ex-partners. This behaviour “occurs within a context of a range of other behaviours 

that, in total, are being used systematically by a perpetrator to control a woman and 

undermine her”33.  

 

Non-physical contact abuse carried out by domestic violence perpetrators against their 

current or former partners is also a workplace issue. Phone and Internet harassment 

experienced by women in the workplace “can lead to women experiencing conflict with 

their co-workers, absenteeism, tardiness and distraction while at work”34.  

 

 

 

                                                 
30 Spitzberg, B. & Hoobler, G. 2002, ‘Cyberstalking and the technologies of interpersonal terrorism’, 
New Media & Society, vol. 4, no. 1, p. 72. 
31 Hand et al., op. cit., p. 2. 
32 Hand et al., op. cit., p. 2. 
33 Hand et al., op. cit., p. 6. 
34 Australian Domestic & Family Violence Clearinghouse. 2007, Fact Sheet, Domestic Violence: A 
Workplace Issue, Australian Domestic & Family Violence Clearinghouse, viewed 27 September 2011,  
<http://www.anf.org.au/pdf/Fact_Sheet_Domestic_Violence_ADFVC.pdf> 
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4. ‘How to spy on your spouse with your computer’: cyberstalking 
and stalking with technology 
 

A Google Australia search for ‘monitor your spouse’ reveals a plethora of free or 

relatively inexpensive software programs designed to “to monitor your spouse without 

them ever knowing.”35. The sales pitch for ‘Power Spy Software’ boasts that the program 

“records everything they do online and sends you exact copies of their emails and chats 

instantly” and “takes screenshots of spouse activity!”36. Software programs such as this 

offer the ability to record your partner’s incoming and outgoing emails, record instant 

messenger chats, monitor visited websites and take real-time screen snapshots. These 

surveillance programs are ostensibly marketed as a way to catch out an unfaithful 

spouse, but it is not difficult to imagine such programs being used as a means of 

surveillance and control by domestic violence perpetrators who have access to the 

computer being used by their partner. 

 

Above: Screenshot of the Power Spy 2012 control panel. The sales pitch advises that the 
program will be “completely hidden from them, so they won't know it's running”37. 
 

                                                 
35 Relationships 4 Life. 2011, How To Catch A Cheating Spouse Review, Relationships 4 Life website, 
viewed 30 October 2011, <http://relationships.hottipsonly.com/how-to-catch-a-cheating-spouse-
review/> 
36 EMatrixSoft. 2011, 'Monitor Your Spouse', eMatrixSoft, Power Spy software official site, viewed 30 
October, <http://www.ematrixsoft.com/monitor-cheating-spouse.php> 
37 EMatrixSoft, 2011., op. cit. 
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Cyberstalking may involve email stalking, Internet stalking or computer stalking (see 

Appendix 1 for an explanation of these methods). As with the software programs 

described above, cyberstalking is a way of maintaining coercive control through 

surveillance. McKinnon et al report that the 2004 International Violence Against Women 

Survey found “controlling behaviours to be one of the strongest risk factors for intimate 

partner violence”38. Hand et al note that coercive control such as this has “not received 

attention from the more general legal response to domestic violence”39 . In an 

investigation of intimate partner violence, technology and stalking, Southworth et al 

discuss the way that during the last decade domestic violence advocacy organisations in 

the USA have: 

 

“…heard stories from increasing numbers of survivors whose abusers use 

technology to stalk them. These stories and others that resulted in news 

coverage or court cases illustrate the various ways that stalkers and abusers use 

technology to control and harm their victims”40. 

 

Southworth et al argue that the term ‘cyberstalking’ is too limited and needs to be 

replaced with the term stalking with technology, to reflect the “number of other 

information technologies also being used to intimidate and control victims”41.  

 

The Australian Domestic & Family Violence Clearinghouse makes the point that: 

 

“There could be a ‘common sense’ tendency to see cyberstalking as ‘less 

harmful’ or not dangerous as it does not require physical proximity. Such ideas 

formerly existed about psychological abuse and other non-physical forms of 

abuse, which we now know are significantly damaging to women. Given the 

lethal associations of stalking, it cannot be assumed that cyberstalking differs as 

a risk indicator. It is, therefore, important that cyberstalking and other forms of 

abuse against women involving ICTs are taken seriously and not dismissed as less 

dangerous”42. 

                                                 
38 McKinnon et al., op. cit., p. 2. 
39 Hand et al., op. cit., p. 2. 
40 Southworth et al., op. cit., p. 842. 
41 Southworth et al., op. cit., p. 844. 
42 Hand et al., op. cit., p. 6. 
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5. ‘My life on the Internet is over’: domestic violence survivors talk 
about ICTs 
 

In 2009, Jill Dimond, of the School of Interactive Computing at the Georgia Institute of 

Technology, interviewed 10 female residents of a domestic violence shelter in the 

Southern United States. Dimond and her colleagues believed that given the ubiquity of 

new communication technologies it was important to gather qualitative data on the 

ways in which domestic violence survivors have been affected by ICTs43. Dimond et al 

interviewed the women about their “personal domestic violence story and how 

technology intertwined with the experience” and also heard from participants about 

tactics “used to resist contact with their abuser”44.  

 

Dimond et al provide detail on Janelle’s story (all participants are given pseudonyms by 

the authors), one of the ten women interviewed: 

 

“We begin the interview by asking Janelle to tell us about herself. She looks 

exhausted and is trying to hold her 2-year-old son while he squirms around, 

holding a small truck. We are sitting in the ‘cozy room’, a room in the domestic 

violence shelter used for therapy. Janelle states that she is in her thirties, a 

mother of four, and from another state—she fled to this women’s domestic 

violence shelter from her husband, her abuser. There are three computers in the 

house that are almost always occupied by women in the house. But we had 

never seen Janelle on a computer. Certainly she is busy with her four kids among 

other things, but we had previously seen other women with the same number or 

more kids transfixed to the computer. We ask her if she ever goes on the 

computer. Janelle says she used to have a Facebook and MySpace, but now she 

says, ‘‘My life on the Internet is over.’’ Janelle tells me that she used to go on 

Facebook every day and was very active in posting updates and communicating 

with her friends and family, but is no longer active on the site due to harassment 

and threats from her husband and his family. Janelle tells us that they left 

comments on her wall saying that she ‘‘stole the kids’’ and they called her names. 

                                                 
43 Dimond et al., op. cit., p. 415. 
44 Dimond et al., op. cit., p. 415. 
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Further, her husband sent her death threats via email and text message. Because 

her son is toddling about the room now, she whispers the particularly gruesome 

details. 

 

‘‘The previous phone I had, I got crazy text messages from him like, ‘I’m gonna 

gut you.’’45. 

 

Janelle goes on to tell the interviewer that because of fears for her own and her 

children’s safety she no longer feels safe putting information on the Internet, a choice 

which presents difficulties “when trying to look for permanent housing, search for jobs 

or submit job applications”46. Dimond et al report that among the women interviewed 

“all but one woman had technology interwoven into her domestic violence situation”47. 

‘Heather’, another participant told the interviewers about how she had been driving to 

another state to escape her abuser when he sent her a text message “stating that he 

knew how to find her because her phone had GPS in it”. Heather did not know if this was 

true but was so terrified that “she immediately threw the phone out the window”48. All 

of the participants interviewed limited “their information and participation online”49. 

Participants also limited contact with their families as a tactic to stay safe. Several of the 

women discussed the way that they could not give their phone numbers to close family 

members as their abuser would threaten family members until they gave him the 

number. Thus, the women lose important family support and contact at an incredibly 

vulnerable time50. 

 

 

 

 

 

 

 

                                                 
45 Dimond et al., op. cit., p. 416. 
 
46 Dimond et al., op. cit., p. 415. 
47 Dimond et al., op. cit., p. 416. 
48 Dimond et al., op. cit., p. 417. 
49 Dimond et al., op. cit., p. 418. 
50 Dimond et al., op. cit., p. 418. 
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Dimond et al argue that for these women: 

 

“ICTs are inextricably intertwined with their domestic violence experiences, even after 

achieving safety in a shelter. In addition to barriers that women must face face to escape 

their abusers, ICTs are yet another factor to consider”51. 

 

For the women interviewed by Dimond et al, and arguably for all domestic violence 

victims, choices about communications technology are deeply affected and shaped by 

their victim status: 

 

“Domestic violence survivors need technology in order to find jobs, feel 

connected to family and friends, and find resources to support themselves and 

their children. Thus, the use of technology becomes a dangerous trade-off that 

survivors must confront daily”52. 

 

 

6. Social media, location-based social networking and data 
aggregation 
 

Social media and social networking platforms have revolutionised the way people 

communicate “by allowing users to publish their private lives on a world stage”53. 

However users who are victims of domestic violence “may be vulnerable to further 

abuse or may experience harassment through social networking mediums”54. For victims 

of domestic violence “location information and physical privacy from other individuals”55 

is often necessary for their own safety and the safety of their children. Dimond et al 

report that the women they interviewed at the domestic violence shelter did not feel 

they could confidently judge whether their abuser could track them through social 

networking platforms. Dimond et al note that this “is not necessarily an irrational fear” 

given the recent introduction of location-based social networking platforms such as 

                                                 
51 Dimond et al., op. cit., p. 418 
52 Dimond et al., op. cit., p. 420. 
53 Baughman, L. 2010, ‘Friend Request or Foe? Confirming the Misuse of Internet and Social 
Networking Sites by Domestic Violence Perpetrators’, Widener Law Journal, vol. 19, no. 3, p. 933. 
54 Baughman et al., op. cit., p. 935. 
55 Dimond et al., op. cit., p. 415. 
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FourSquare and Google Latitude56. Users are also being encouraged to announce 

location information online via ‘check-ins’ on Facebook and Twitter. The increasing 

emphasis of social networking platforms on ‘sharing’ location information presents a 

serious and potentially life threatening risk to victims of domestic violence for whom 

“location data that is released online could potentially lead to physical harm”. This 

already vulnerable group must also contend with the “shifting privacy policies and 

settings that may put them at risk” on platforms such as Facebook57.  

 

Facebook have a notoriously cavalier attitude to user privacy and user control of 

personal data. Social media researcher Dana Boyd argues that Facebook founder Mark 

Zuckerberg “doesn’t know how to resolve the positive (and in his head inevitable) 

outcomes of transparency with the possible challenges of surveillance”58. Kurt Opsahl of 

the Electronic Frontier Foundation reported in early 2010 on Facebook’s then removal of 

“its users ability to control who can see their own interest and personal information” 

with the transformation of certain pieces of user information such as “your current city, 

your home town, education and work, likes and interests” into “connections” that would 

be shared publicly59. In a revealing statement in early 2010, Zuckerberg told a live 

audience that “if he were to create Facebook again today, user information would by 

default be public”60. 

 

Dimond et al point to the danger for domestic violence victims of “aggregating different 

data online that includes location data”61. The launch of Google Buzz in early 2010 

(Google announced the axing of Buzz in October 2011) highlighted the privacy problems 

inherent in forcing new potentially exposing features on users and then giving them the 

option to ‘opt out’ rather than first offering new features to users to decide for 

themselves if they want to ‘opt in’ or not. Google Buzz “aggregated the data of many 
                                                 
56 Dimond et al., op. cit., p. 418. 
57 Dimond et al., op. cit., pp. 418-419. 
58 Boyd, D. 2010, Quitting Facebook is pointless; challenging them to do better is not, apophenia, 
viewed 30 October 2011, <http://www.zephoria.org/thoughts/archives/2010/05/23/quitting-facebook-
is-pointless-challenging-them-to-do-better-is-not.html>, para.10. 
59 Opsahl, K. 2010, Updated: Facebook Further Reduces Your Control Over Personal Information, 
Electronic Frontier Foundation, viewed 30 October 2011, 
<https://www.eff.org/deeplinks/2010/04/facebook-further-reduces-control-over-personal-information>, 
para. 3. 
60 Kirkpatrick, M. 2010, Facebook's Zuckerberg Says The Age of Privacy is Over, ReadWriteWeb, 
viewed 30 October 2011,  
<http://www.readwriteweb.com/archives/facebooks_zuckerberg_says_the_age_of_privacy_is_ov.php>, 
para. 1. 
61 Dimond et al., op. cit., p. 418. 
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online identities such as Google Chat, Twitter, Flickr, Blogger, Google Reader, and even 

physical location services like Google Latitude”62. The launch of Google Buzz created 

problems for one blogger, when: 

 

“…the service automatically shared her comments on Google Reader with her abusive 

ex-husband which resulted in disclosure of the locations of her home and work”63. 

 

In May 2011, Apple “released a software update after complaints that iPhones and iPads 

were secretly recording locations”. BBC News reported that used with particular 

technology, a hidden file on iPhones and iPads had been generating a record of 

everywhere users had been. The permission for this location tracking “was given by 

users, albeit hidden away in the terms and conditions for the iTunes store”. The 

software update, released after the discovery of the tracking issue by independent 

researchers, amended the problem.64.  

 

Spitzberg posits that “each new communication technology alters the fabric of everyday 

social discourse and interaction”65. The difficulty faced by all users and felt more keenly 

by vulnerable groups like victims of domestic violence is that “while manufacturers and 

advertisers promote the functionality and benefits of their products, there is little 

education available to teach consumers about the potential dangers related to these 

products”66. The women interviewed by Dimond et al felt they were left to “manage 

privacy on their own” and this often resulted in chilling effects on the purchase and/or 

use of new technologies67.  

 

 

 

 

                                                 
62 Dimond et al., op. cit., p. 418 
63 Dimond et al., op. cit., p. 418 
64 BBC News. 2011, Apple acts on iPhone tracking bug, BBC News: Technology, viewed 6 October 
2011, < http://www.bbc.co.uk/news/technology-13292313> 
65 Spitzberg., op. cit., p. 72. 
66 Finn, J. & Atkinson, T. 2009, ‘Promoting the Safe and Strategic Use of Technology for Victims of 
Intimate Partner Violence: Evaluation of the Technology Safety Project’, Journal of Family Violence, 
issue 1, vol. 24, p. 59. 
67 Dimond et al., op. cit., p. 420. 
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7. Recommendations 
 

1) Hand et al recommend that research be undertaken to “increase current 

understandings about the utilisation of ICTs in the perpetration of domestic 

violence in Australia, particularly about the advancement of handheld devices 

which contain multiple digital technologies in a single device”68. 

 

2) Hand et al also recommend that a quantitative, “comprehensive review 

concerning domestic violence acts perpetrated with ICTs be undertaken”69. 

 

3) Southworth et al indicate the need for further research on domestic violence 

and cyberstalking as “the number of reports related to online harassment is 

increasing”. They argue that “self reported experiences and news stories indicate 

that technology is regularly and pervasively used in stalking” and this 

“underscores the need for more resources and research”70. 

 

4) Southworth et al also point to the need for qualitative research that investigates 

the stories of domestic violence survivors and their experiences of the abuse 

they have experienced via perpetrators’ misuse of ICTs and their own 

experiences of and safety strategies with ICTs. This research is needed to 

“promote understanding of the day-to-day experiences of survivors, the coping 

mechanisms used, and the short and long-term impacts on survivors”71. 

 

5) Dimond et al recommend a multidisciplinary research approach that 

incorporates feminist theories of violence, research into cyberviolence and work 

which examines privacy72. 

 

6) Hand et al recommend that domestic violence organisations and agencies advise 

victims about “security systems to block hacking” and provide “guides to safe 

use of Internet sites, and methods for enabling women and children to delete 

                                                 
68 Hand et al., op. cit., p. 12. 
69 Hand et al., op. cit., p. 12. 
70 Southworth et al., op. cit., p. 844. 
71 Southworth et al., op. cit., p. 844. 
72 Dimond et al., op. cit., p. 418. 
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their site histories/cookies so that perpetrators cannot trace the sites they have 

visited”73. 

 

7) Kranz et al caution domestic violence agencies and organisations to carefully 

weigh the advantages and disadvantages of the new arena of service delivery 

afforded by ICTs. They advise that “organisations should temper enthusiasm” 

with “a critical examination of innovative communication technology usage by 

domestic violence victims”74. 

 

8) Southworth et al point to the need for “education about technology for domestic 

violence advocates and for the organisations with which they interact” as 

“essential for providing safety and services for survivors”. They state that “most 

domestic violence advocates have had little or no training related to the use of 

technology as a component of intimate partner violence”75. 

 

9) Kranz et al also argue that there is a need for public education campaigns at both 

local and national levels to inform domestic violence victims “of the ways in 

which their communication may be monitored and suggesting safer 

communication alternatives”76 

 

10) Hand et al advise that legislators be alert to the fact that “current and future use 

of ICTs by perpetrators in the surveillance, stalking and abuse of women has 

implications for the criminal justice systems’ response to domestic violence”77. 

 

11)  A review of the compliance of C/CSPs (carriers and carriage service providers) 

with Industry Code C525:2010 Handling of Life Threatening and Unwelcome 

Communications carried out by Communications Alliance Ltd is recommended. 

See Appendix 2 for an explanatory statement about Code C525:2010. 

 

                                                 
73 Hand et al., op. cit., p. 10. 
74 Kranz et al., op. cit., para. 4. 
75 Southworth et al., op. cit., p. 851. 
76 Kranz et al., op. cit., para. 33. 
77 Hand et al., op. cit., p. 11. 
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12) There is need for general research into levels of awareness about Industry Code 

C525:2010 Handling of Life Threatening and Unwelcome Communications (see 

Appendix 2) amongst domestic violence support service staff. 

 

13) The Australian Domestic & Family Violence Clearinghouse recommend that 

employers act to reduce “the impact of domestic violence in the workplace”. The 

support and understanding of employers will mean that women who can ill 

afford to lose employment may retain it and “employers can save the costs 

associated with lost productivity, absenteeism and staff turnover”78. 

 

14) Dimond et al point to the need for misuse of ICTs by perpetrators to be 

considered “within a civil rights framework, using case studies to exemplify the 

need for cyber civil rights laws”79. 

 

15) Southworth et al argue that there is a need for “advocacy-centred responses, 

including training, legal remedies and changes in public policy and technology 

industry practices”80. 

 

16) Kee argues for more careful development of ICTS which “takes into account 

methods in which they can be exploited”81. 

 

 

 

 

 

 

 

                                                 
78 Australian Domestic & Family Violence Clearinghouse, 2007., op. cit. 
79 Dimond et al., op. cit., p. 414. 
80 Southworth et al., op. cit., p. 842. 
 
81 Kee., op. cit., p. 11. 
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8. Conclusions 
 

Despite the misuse of ICTs by domestic violence perpetrators to harass, intimidate, 

threaten, coerce and surveil their partners or ex-partners, ICTs also provide women with 

increased information about domestic violence support and vital communication with 

the outside world which may “be a safety tool in times of risk”. ICTs have expanded 

“women’s means to seek help in situations of domestic violence”82.  

 

Crucially, women need to be in control of their communications choices and “able to use 

them freely, not put off by a coercive or controlling spouse”83. Domestic violence 

survivors need safe, affordable and accessible access to the Internet and ICTs for 

“money management, online banking, to search for housing, to look for a job or to learn 

additional skills”84 and to maintain vital contact with support services, family members 

and friends.  

 

The implications for survivors of domestic violence and for domestic violence advocacy,  

legislation, policy and research in “an age that increasingly emphasises digital 

connectivity” need to be carefully examined and re-examined as ICTs continue to rapidly 

evolve.  

 

In this report there are a range of recommendations relating to research, public 

education, legislative measures and service delivery by domestic violence organisations. 

Efforts that work towards the implementation of these recommendations would reflect 

a broad and necessary acknowledgement of the harm caused by the misuse of ICTs by 

domestic violence perpetrators. Such efforts would also work to generate a sense of 

awareness and urgency about the necessity of close attention to the intersections of 

domestic violence and ICTs. 

 

 

 
 

                                                 
82 Hand et al., op. cit., p. 3. 
83 Hand et al., op. cit., p. 3. 
84 Baughman et al., op. cit., p. 939. 
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Appendix 1: List of the ways in which domestic violence 
perpetrators may misuse ICTs to stalk, harass, coerce, control, 
surveil and abuse women.  
 
This list has been taken directly from the Australian Domestic & Family Violence 
Clearinghouse Stakeholder paper, The Use of Information and Communication 
Technologies to Coerce and Control in Domestic Violence and Following Separation85 and 
adapted for use here. Additional information has been sourced from the Southworth et 
al, 2007 article, Intimate Partner Violence, Technology and Stalking86. 
 
Mobile phones and landline phones 

• Domestic violence perpetrators may check who the woman is in contact with. 
 

• Women may be given mobile phones by their male partners as a means to 
intensify surveillance, so that the man can contact the woman at all times. For 
example, unanswered calls may provoke a demand to know why she was not 
available to answer the call.  
 

• A woman’s mobile phone may be monitored by checking dialled and received 
calls, calling the woman’s voicemail number on her phone to check her messages, 
or looking at her address book. 
 

• Surveillance may extend to checking short message service texts (SMS) on 
mobile phones. Checking may be undertaken covertly, or overtly by demand, 
undermining the woman’s right to privacy. 
 

• A perpetrator might be able to locate a woman through their phone, but success 
depends on the mobile phone (i.e. how new the software is, whether it has GPS 
capability, etc.). A perpetrator could locate a partner by having physical access to 
the phone and installing tracking software or could install software on the phone 
electronically and remotely, if the woman then accepted the upload of new 
software. 
 

• Some domestic violence perpetrators are adept at tapping telephone lines, 
reviewing TTY or TDD histories, intercepting calls made on cordless telephones, 
or using mobile telephone features to obtain sensitive information about their 
victims. 

 
 
 
 
 
                                                 
85 Hand, T. , Chung, D. & Peters, M. 2009, The Use of Information and Communication Technologies 
to Coerce and Control in Domestic Violence and Following Separation, Stakeholder Paper 6, 
Australian Domestic & Family Violence Clearinghouse, viewed 22 September 2011,  
<http://www.austdvclearinghouse.unsw.edu.au/PDF%20files/Stakeholder%20Paper_6.pdf>  
 
86 Southworth, C. , Finn, J. , Dawson, S., Fraser, C. & Tucker, S. 2007, ‘Intimate Partner Violence, 
Technology and Stalking’, Violence Against Women, vol. 13, no. 8, pp. 842-856. 
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TTY and TTD 
 

• TTY telephones are text telephones used by people who are Deaf or hard of 
hearing. Domestic violence perpetrators may also use these devices to 
impersonate and monitor victims. Some TTY devices can generate a print out of 
conversations, which can facilitate the abuser’s ability to monitor conversations.  

 
Fax machines  
 

• Fax machines print information, such as the sender’s name and fax number, on 
the top of every page and thus provide location information to a stalker. Fax 
machines also contain caller ID, creating additional safety challenges for victims. 

 
 
Digital recorders, video recorders and webcams 
 

• Domestic violence perpetrators may record women in unobtrusive and 
covert ways. For example a mobile phone may be used to record 
conversations, short videos or still pictures.  
 

• Hidden surveillance cameras and webcams can be hidden inside smoke 
detectors, lamps or behind pin-sized holes in ceilings or walls. Many of these 
devices are able to transmit digital images straight to a computer, enabling 
the images to be viewed on a webpage thus making it easier for perpetrators 
to monitor their current or former partners. 
 

• Women have reported the use of webcams and hidden sound equipment to 
record their movements around the house without their knowledge or 
consent Instances include recording women changing, showering or during 
sexual activity. Such recordings and images can be used to blackmail, 
humiliate and control women. 

 
• Surveillance images recorded with digital devices, such as cameras, recorders 

and smart phones, are easy to distribute by multi-media messaging (MMS), 
by transferring the images to another mobile phone using Bluetooth 
technology, or by uploading the images onto a computer. Images can then 
be easily uploaded onto the Internet. Distributing women’s images can be 
used to threaten women, especially when the images have been produced 
without their knowledge or used in ways that they did not foresee. 
 

Computer and Internet technology 
 

• Computer monitoring software or ‘Spyware’ may be used by domestic violence 
perpetrators to monitor their current or former partner’s activities on the 
computer and the Internet. There are many different types of spyware, some 
freely downloadable from the Internet; most record all computer activities. 
Some of these software programs ‘take pictures’ of the computer screen every 
few seconds. Any attempts to delete the Internet browser history and/or emails 
are recorded. 
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• Keystroke loggers are hardware devices with small hard drives that record every 

typed key, therefore information such as Personal Identification Numbers (PINs), 
passwords, emails and URLs are recorded. These hardware devices must be 
installed so the perpetrator must have access to the computer the woman uses. 
Surveillance of this kind may include checking whether the woman has accessed 
any sites that can offer assistance or advice on domestic violence, and/or 
whether she is contacting other people without the perpetrator’s knowledge. 

 
• Chat rooms and instant messaging services may be used by a woman to ‘chat’ 

with other people and perhaps to seek advice regarding domestic violence. 
Many such programs keep a verbatim log recording all conversations. If the 
woman was unaware of this feature or forgot to disable it, it is possible that the 
perpetrator could access these logs to monitor her online conversations. 

 
• Internet browsers record a history of all websites visited on a computer. This 

information is automatically stored into a temporary file on a computer’s hard 
drive. If a woman is unaware of this or if she does not regularly delete this 
information, it is possible that a woman’s current or former partner could access 
this information to monitor the websites she has been visiting. A woman’s safety 
may be put at risk if she has been viewing websites concerning domestic 
violence and domestic violence services. 

 
• Email tampering by domestic violence perpetrators has been reported by some 

women. Perpetrators may use physical violence against their current or former 
partners to force them to disclose their email passwords, so that they can 
monitor email communications. A perpetrator may reconfigure the woman’s 
email account to have duplicate copies of all her emails sent to his email account, 
without her knowledge. A perpetrator may also access the woman’s email 
account remotely (i.e. not from her ‘home’ computer), read her email 
communications before she has done so, and then mark the emails as ‘unread’, 
so that she will not know that the emails have already been opened. 

 
• A domestic violence perpetrator may gain access to a woman’s Internet banking. 

This may involve not only viewing the use of her money but also tampering with 
her accounts by transferring money out of her account, or purchasing items on 
her credit and debit cards. This possibility for abuse expands the ways in which 
financial abuse can be inflicted on women in situations of domestic violence. 

 
Cyberstalking 
 

• Email stalking is the use of email to send unsolicited messages to a victim. 
Specific acts of email stalking may include: 

! unsolicited threatening and/or obscene emails 
! sending viruses 
! flooding a victim’s email box with junk mail (known as ‘spamming’) 
! sending long emails that use all of the victim’s computer memory (known 

as ‘mail bombing’), which may include the emailing of images. 
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• Internet stalking involves cyberstalkers making use of the Internet to endanger and 
defame victims. This form of cyberstalking removes the stalking activities from the 
private sphere and takes them into the public domain. Methods may include: 

! impersonating the victim, and revealing false and/or misleading and 
personal information about the victim on the Internet, which may incite 
unwanted and unwelcome attention to the victim, both online and in the 
physical world  

! generating a web page(s) about the victim that monitors and/ or slanders 
the victim. 

 
• Computer stalking involves the cyberstalker taking unauthorised control over the 

victim’s computer. The stalker can link directly to the victim’s computer (via a 
computer-to-computer link, not through an Internet service provider); for example, 
by taking advantage of the computer operating system. A cyberstalker who employs 
this method will remove all control of the computer from the victim. The only way 
the victim can make the stalker relinquish control of her/ his computer is to 
disconnect the computer from the Internet and to reconnect with a new Internet 
address. 

 
GPS and Location Services 
GPS devices are small devices that use satellite navigational technology to give 
precise worldwide positioning and pinpoint locations. Originally designed for military use 
this technology has been adapted and is now affordable and available for consumer use. 
These devices vary as much by price as they do by size and appearance, including 
appearing as a small black box, a portable unit, or even a small chip in a wristband. 
Perpetrators may these devices to track their victim’s location via real-time Web site 
updates or fee-based online monitoring services. 
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Appendix 2: Communications Alliance Industry Code C525:2010 
Handling of Life Threatening and Unwelcome Communications 
 
Extract from the “Explanatory Statement”: 
 
“C525:2010 Handling of Life Threatening and Unwelcome Communications Industry 
Code replaces the C525:2006 Handling of Life Threatening and Unwelcome Calls Industry 
Code published by ACIF in August 2006 and the C525:2009 Handling of Life Threatening 
and Unwelcome Communications Industry Code published by Communications Alliance 
in August 2009. 
 
In general, Unwelcome Communications are unsolicited communications that, by virtue 
of the content, frequency or timing, are offensive or tend to menace and harass the 
recipient. A Life Threatening Communication is more serious and involves the use of a 
Carriage Service connected with an event which gives a person reasonable grounds to 
believe that there is a serious and imminent threat to their life or health. 
 
To be better able to assist the community and customers, Carriers and Carriage Service 
Providers (C/CSP) need to be able to resolve issues of Unwelcome Communications and 
to provide assistance in life or health threatening situations in an efficient and expedient 
manner. This means that telecommunications consumers can be assured that there will 
be a quick response in life or health threatening situations and Unwelcome 
Communications they may receive will be resolved in a consistent manner with recourse 
to Police only when the situation warrants it. 
 
Law enforcement agencies and the telecommunications industry recognise the need for 
an Industry Code that would supplement the existing legislation and establish 
benchmarks for the satisfactory resolution of Unwelcome Communications and Life 
Threatening Communications87.” 
 
 

 
 
 
 
 
 
 
 
 
 
 

                                                 
87 Communications Alliance Ltd. 2010, Industry Code C525:2010 Handling of Life Threatening and 
Unwelcome Communications, viewed 22 September 2011, 
<http://www.commsalliance.com.au/__data/assets/pdf_file/0007/1330/C525_2010.pdf> 
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Appendix 3: An indicative listing of Australian online tip-sheets 
and resources for women in situations of domestic violence. 
 
Be Safe Online, WA Women’s Council for Domestic and Family Violence Services 
http://www.womenscouncil.com.au/online.html 
 
The WA Women’s Council for Domestic and Family Violence Services provides a page of 
information and tips on online safety for women in domestic violence situations. The 
page also has a prominent ‘exit’ button so women can quickly leave the site and be 
redirected to the Bureau of Meteorology weather report website if their abuser enters 
the room. 
 
Domestic Violence: It can happen to anyone, NSW Government 
http://www.domesticviolence.nsw.gov.au/internet_safety 
 
The NSW Family and Community Services Office for Women’s Policy website ‘Domestic 
Violence: It can happen to anyone’ website provides a short listing of tips on Internet 
safety for domestic violence victims. The page also has an ‘exit this site now’ button so 
women can quickly leave the site and be redirected to the Google search engine 
webpage if their abuser enters the room. 
 
Internet Safety, Ipswich Women’s Centre Against Domestic Violence 
http://www.iwcadv.org.au/netsafety.html 
 
The Ipswich Women’s Centre Against Domestic Violence website provides a page of 
information and tips on staying safe online for women in domestic violence situations. 
 
Safety Hints Brochure, Cairns Regional Domestic Violence Service 
http://www.dvcairns.org/Resources/brochures/safetyhintsforwomenindv.pdf 
 
The Cairns Regional Domestic Violence Service provides a Safety Hints for Women in 
Domestic and Family Violence tip-sheet in PDF format. The sheet includes information 
on telephone and internet safety. 
 
Staying Safe Online, The Tweed Shire Womens Service Inc. 
http://www.tswomen.org.au/index.php/domestic-violence/staying-safe-online/ 
 
The Tweed Shire Womens Service Inc website provides a page of information and tips on 
staying safe online for women in domestic violence situations. 
 
Technology Safety Planning, Domestic Violence Resource Centre Victoria 
http://www.dvrcv.org.au/help-advice/technology-safety-planning/ 
 
The Domestic Violence Resource Centre Victoria website provides a page of information 
and tips on staying safe online for women in domestic violence situations adapted from 
Technology Safety Planning with Survivors: Tips to discuss if someone you know is in 
danger by the Safety Net: the National Safe & Strategic Technology Project (see 
International programs below). The page also has a prominent ‘exit’ button so women 
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can quickly leave the site and be redirected to the Google search engine webpage if their 
abuser enters the room. 
 
Using the Internet Safely, Women’s Health West 
http://www.whwest.org.au/healthinfo/internetsafety.php 
 
Women’s Health West provides several pages of information and tips on online safety 
for women in domestic violence situations. The information is also available as a PDF for 
downloading. 
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Appendix 4: A listing of International programs working on safe 
and strategic technology use for domestic violence survivors 
and/or advocacy projects which focus on the connections 
between misuse of ICTs and violence against women 
 
Safety Net: the National Safe & Strategic Technology Project 
http://nnedv.org/projects/safetynet.html 
The Safety Net Project is an initiative of the national Network to End Domestic Violence 
(NNEDV) based in Washington DC. 
 
From the Safety Net Project website: 

“Technology helps victims and their children successfully flee violent batterers, stalkers 
and rapists. Survivors map roads to new lives on the web by reaching out to shelters and 
hotlines, researching restraining orders and address confidentiality programs, and 
finding housing, employment opportunities, new schools and online support. But what 
millions don't realize is the dangerous and potentially lethal sides of various technologies 
in the hands of abusers and perpetrators. 

The Safety Net Project: 

• Works with communities and agencies to address how ongoing and emerging 
technology issues impact the safety, privacy and accessibility rights of victims of 
domestic violence, sexual violence and stalking.  

• Educates victims, their advocates and the general public on ways to use 
technology strategically to help find safety and escape domestic violence, dating 
violence, sexual violence, stalking and abuse.  

• Trains law enforcement and justice systems, social services, coordinated 
community response teams and others how to hold perpetrators accountable for 
misusing technology.  

• Advocates for strong local, state, national and international policies that ensure 
the safety, privacy and civil rights of all victims and survivors. This includes 
working with agencies, systems, governments, technologists, and technology 
industry leaders to:  

o Help courts to keep survivors' addresses and photos off the Internet, 
o Increase the security of databases that house vital and confidential 

information about victims, 
o Improve the safety and privacy protections in agency policies and 

practices as well as in technology products, 
o Ensure perpetrators are held fully accountable for misusing technology to 

stalk and abuse. 

The Safety Net Project provides engaging and interactive trainings, resources and policy 
assistance in ways that both tech-savvy and non-techie audiences can understand. 

Since 2002, we've also recruited, trained, and support a hand-picked network of 
technology safety trainers at U.S. state and territorial coalitions against domestic and 
sexual violence and other key national and international allied anti-violence 
organizations.  As a result, every region in the U.S. and several regions in other areas 
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(Canada, Europe) have one or more trained Safety Net technology safety advocates 
available to help them quickly evaluate how technology is impacting survivors in their 
community.”88 

Take Back the Tech 
http://www.takebackthetech.net/ 
 
Take Back the Tech is an initiative of the Association for Progressive Communications’ 
Women's Networking Support Programme (APC WNSP), a global network of women 
working to provide women with resources and a sense of advocacy in order to ‘take 
control of technology to end violence against women’. Since the campaign’s launch in 
2006, Take Back the Tech have established a global reach with campaigns operating in 
Bangladesh, Brazil, Cambodia, Canada, the Congo, Germany, India, Macedonia, Mexico, 
Malaysia, the Philippines, Rwanda, South Africa, Uganda, UK, Uruguay and the USA. 
 
From the Take Back the Tech website: 
 
“Take Back the Tech! is a collaborative campaign to reclaim information and 
communication technologies (ICT) to end violence against women (VAW). 
 
The campaign calls on all ICT users – especially women and girls – to take control of 
technology and strategically use any ICT platform at hand (mobile phones, instant 
messengers, blogs, websites, digital cameras, email, podcasts and more) for activism 
against gender-based violence. 
 
Take Back the Tech! accompanies the 16 Days of Activism Against Gender Violence 
(November 25 – December 10 each year) with daily actions that explore different aspects 
of violence against women and ICT tools. 
 
In 2005, APC WNSP developed research papers that looked at the connection between 
ICT and VAW, an issue that received little attention or discussion at that time. From 
sharing the findings with women's rights and communication rights advocates in 
different spaces, APC WNSP found this to be a critical issue that compelled further 
attention and deeper engagement. Take Back the Tech! was initiated as one of the ways 
of doing this, and sets out to:  
 

o Create safe digital spaces that protect everyone’s right to participate freely, 
without harassment or threat to safety. 

 
o Realise women’s rights to shape, define, participate, use and share knowledge, 

information and ICT. 
 

o Address the intersection between communication rights and women’s human 
rights, especially VAW. 

 
o Recognise women’s historical and critical participation and contribution to the 

development of ICT.”89 

                                                 
88 National Network to End Domestic Violence. 2008, About the Safety Net Project, National Network 
to End Domestic Violence, viewed 27 September 2011,  <http://nnedv.org/projects/safetynet/111.html> 
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Working to Halt Online Abuse (WHO@) 
http://www.haltabuse.org/ 
 
WHO@ is an organisation based in the US whose aim is the creation of harassment free 
online spaces. WHO@ provide a list of resources and tip sheets on being ‘cyber-smart’. 
 
From the WHO@ website: 

“WHOA is a volunteer organization founded in 1997 to fight online harassment through 
education of the general public, education of law enforcement personnel, and 
empowerment of victims. The mission of WHOA is to educate the Internet community 
about online harassment, empower victims of harassment, and formulate voluntary 
policies that systems administrators can adopt in order to create harassment-free 
environments. We've also formulated voluntary policies which we encourage online 
communities to adopt in order to create safe and welcoming environments for all 
internet users.  

Our president, Jayne Hitchcock, is a cyberbullying and cybercrime expert and regularly 
speaks at conferences training law enforcement personnel and other interested parties, 
as well as schools (elementary, middle and high), colleges/universities, libraries and more. 
Our volunteers work with people currently experiencing online harassment, and help 
others to learn how to avoid such harassment or minimize its impact if it does occur.” 90 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
                                                                                                                                            
89 Take back the Tech. 2011, What is Take Back the Tech?, Take Back the Tech Campaign, viewed 27 
September 2011, <http://www.takebackthetech.net/page/about-campaign> 
 
90 Working to Halt Online Abuse. 2011, About WHO@, Working to Halt Online Abuse, viewed 27 
September 2011, < http://www.haltabuse.org/about/about.shtml> 
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