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HTl is conducting a project on technology-enabled worker surveillance, with the aim of developing a law
reform proposal that protects the human rights of workers. This snapshot report outlines how technology
is increasingly being used to monitor and surveil workers. It highlights pressing legal and policy issues in
this area, and it provides background information to support stakeholders to consider the need for reform
regarding tech-enabled worker surveillance.
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Executive

summary

This Snapshot Report focuses on technology-enabled monitoring and surveillance of workers. It
explores the new products and tools being used to observe, track and assess workers - many of
which are fuelled by artificial intelligence (Al). It also reflects on recent major shifts in how we work.
Phenomena such as the growth in remote work and the gig economy are vital in understanding the
rise of tech-enabled worker monitoring.

This Snapshot Report addresses a fundamental question: are our laws adequate to protect workers
from harmful surveillance, and to give clear guidance to employers about what they can and can’t
do? The short answer is ‘no’. Our laws are complex, ambiguous and contain important gaps in
worker protections - making reform urgent and important. This Snapshot Report proposes reform
to protect the human rights of workers, while clarifying how organisations can monitor their workers
appropriately, without engaging in unreasonable surveillance.

Context: Surveillance creep

It is widely accepted that employers will check to see that their workers are fulfilling their obligations,
just as oversight bodies and unions will check that employers are treating their staff appropriately. While
the employment relationship assumes some monitoring of workers, not all such monitoring is reasonable.
Our law must protect workers where their employer engages in overly-intrusive surveillance.

Increasing demand for new ways to monitor workers is partly explained by the fact that a higher proportion
of people work outside traditional workplaces, and often provide their labour outside of a formal
employer-employee relationship. That demand is being met by new tech-enabled monitoring tools,
which are inexpensive and widely available. These tools are capable of more pervasive and intrusive
surveillance: workers’ homes, bodies and emotions are all capable of being observed and assessed.

Australia’s Federal, Victorian and NSW Governments have recognised the need to address
technology-enabled worker surveillance through law and policy.! Urgent action is needed to protect
workers from the harms of unreasonable surveillance, and guide employers to adopt practices that
meet their business needs without harming their workers.

There are numerous monitoring tools on the Australian market - ranging from email-tracking software,
to sophisticated spyware and wearable neurotechnology. These tools are in use everywhere from
factory floors, to retail stores, to truck fleets, to law offices. For people working from home or outside of
a conventional workplace (‘remote workers’), the boundaries between work and home are eroding as
surveillance is used to peer into workers' private spaces and family life.
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What is technology-enabled worker surveillance?

Technology-enabled worker surveillance refers to the monitoring of workers through
technological tools for the purposes of managing and influencing their behaviour, and making
workplace decisions.? This necessarily involves the collection and use of data about workers,
including workers’ activities; location and movements; oral or written communications;
biometrics; personal characteristics and behaviour; facial expressions or physical state; and
online activity or device usage.®

Not all forms of worker monitoring are inherently harmful. This report aims to draw a clear line
between reasonable monitoring of workers; and unreasonable worker surveillance, by reference
to human rights law criteria.

Technology-enabled monitoring tools include Al-powered products and services (for example,
email tracking), and other technologies (for example, CCTV and audio-recording devices).
Al-powered tools often use personal data to assess or profile individuals. They can be used to
evaluate worker performance, which can in turn be used in automated or Al-informed decisions
about workers,* including regarding hours, pay, leave, task allocation, hiring, promotions,
disciplinary actions and termination.

The term ‘worker’ is broad. It includes traditional employees (where there is a formal employment
contract between the worker and their employer), as well as less formal relationships, where an
individual performs work for an organisation, often without a formal employment agreement.
This second category includes gig workers and other independent contractors.

Acceptable forms of monitoring

There are many legitimate purposes for an employer to monitor their workers, such as to ensure work
health and safety, comply with the organisation’s legal and other obligations, and improve productivity.
However, not all motivations for monitoring workers are justified, and even where an employer is
monitoring their workers for a reasonable purpose, this does not justify all forms of intrusive surveillance.

A balanced approach would take into account the employer’s legitimate interests and obligations, and
also workers’ human rights. In achieving this balance, international human rights law suggests three
key factors should be considered:

= the employer’s purpose or aim in seeking to monitor their workers

= the likely impact of this monitoring on workers and any other affected individuals, and especially
whether the monitoring is likely to restrict human rights

= whether the likely impact of the monitoring is justified, taking into account the employer’s objective
and whether any human rights restriction is reasonable, necessary and proportionate.
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Harms from unreasonable tech-enabled worker surveillance

Workers subject to unreasonable technology-enabled surveillance face a range of harms:

= Privacy and blurred lines between work and home life: tech-enabled monitoring tools can
cause harm by exposing personal information that is entirely unrelated to a worker’s job - such as
data about their sexuality or beliefs.

= Accountability and access to information: surveillance can increase information asymmetries
between employers and workers, with systemic effects across workforces - inhibiting the exercise
of workplace rights.

= Human dignity: workers often feel dehumanised by relentless, punitive scrutiny and
micro-management by machine.

= Work, health and safety risks: unreasonable surveillance is linked to stress, mental health issues,
physical injuries, and workplace accidents.

= Bias, discrimination and exclusion: some technology-enabled monitoring tools can produce
higher rates of error for certain groups (eg, women, young people, and people with a disability),
and this can increase the risk of discrimination or unfairness for those groups.

= Chilling effect on freedom expression and other rights: knowing that one is, or might be,
watched can prevent workers from joining a union, or speaking and moving freely - including
outside the workplace.

Is worker surveillance the best way to achieve an employer’s objectives?

Before adopting a tech-enabled monitoring tool, employers should ask whether this is the best way of
achieving their aim. Research indicates that unreasonable surveillance can reduce performance, drive
turnover, prompt rule-breaking, and damage trust between workers and employers. Many monitoring
tools are simply ineffective at measuring and improving productivity in meaningful ways - for example,
a productivity metric focused on how frequently a worker takes bathroom breaks provides little insight
into the productivity of the worker, nor the quality of their work.

Australian laws are failing both workers and employers

Worker surveillance is regulated through a complex, confusing and gap-ridden patchwork of laws.
These include: federal, state and territory privacy laws; state and territory general and workplace-
specific surveillance laws; as well as federal, state and territory work health and safety laws.

These laws haven't kept pace with the rise of Al and related technologies, or new working arrangements
since the pandemic. Monitoring tends to be justified by a worker having given their consent (for example,
in their employment contract), but such consent is rarely genuine, free and informed. Workers rarely have
the information they need to understand precisely how they will be monitored, and even when a worker
has this information, refusing to be monitored is likely to jeopardise their employment.

In relying on fictitious consent, our laws do not set clear boundaries or ‘red lines’ that would prohibit
unreasonable surveillance. Not only does this leave workers vulnerable, employers often don't know
what they can and can’t do.
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The way forward

Reform is urgently needed for employers and workers alike.

The Australian Government has committed to introducing a new requirement in the Privacy Act
1988 (Cth) for organisations to act fairly and reasonably when handling personal information. This
would require organisations to follow some minimum standards when collecting and using personal
information, regardless of whether the individual appears to have given consent to the handling of
their personal information. As explained later in this Snapshot Report, this proposed reform would
better protect individuals’ human rights.

HTI supports this reform commitment. HTI's preliminary view is that the law governing worker surveillance
could build on this new provision, by spelling out what is ‘fair and reasonable’ in the specific context

of worker monitoring, especially taking into account the use of Al and other new technologies. Ideally,
a consistent or harmonised legal standard would apply throughout Australia, giving regulatory certainty
for businesses and clarity of protection for workers. That is likely to require amendments to a small
number of federal, state and territory laws.

HTI will test this preliminary view through further research and stakeholder consultation. HTI welcomes
input from union, industry, civil society and government representatives.
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Increased worker monitoring with the rise of new technologies

Since the beginning of work itself, employers have monitored workers to ensure that they are working
to time and on task. This is to be expected: employers have a right to know whether their workers are
meeting their job requirements.

Yet with the rise of Al and other technology-enabled tools, monitoring of workers has become more
widespread and it covers a greater array of aspects of workers’ professional and personal lives. The risk,
therefore, that legitimate monitoring slides into intrusive and unreasonable surveillance is greater than
it has ever been.

Three developments are driving this profound change. The first is the ready availability of a new
generation of monitoring tools. Unlike human supervision, which is time and resource intensive,

these new tools are relatively cost effective and accessible for Australian employers. The second is

the changing nature of work since the COVID-19 pandemic. The growth in remote work and flexible
working arrangements has prompted employers to look for new ways to monitor workers outside of the
physical workplace, driving demand, investment in and adoption of monitoring tools. Third, emerging
Al capabilities are expanding the scale and intensity of surveillance, and opening up new frontiers

for monitoring - including in workers’ homes, bodies, and emotions.




Reduced
transparency:
due to increased
reliance on
‘black box’ Al,
and seamless
integration of Al
tools into existing
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What new risks do Al-powered monitoring tools pose?

Person-based
monitoring:
increased focus
on workers’
personal
characteristics,

in addition to their

work activities.

Algorithmic
management:
workers are
increasingly
interacting with
‘robot bosses’
and subject to
rigid automated

Mass collection
of personal data:
new capabilities
enable continuous
data collection and
aggregation from a
range of sources.

Third party
access:
data and insights
from tech-enabled
monitoring tools
can be used
for purposes
unrelated to
legitimate worker

decisions, rather
than engaging with
human supervisors.

ICT systems.
monitoring.

What are some opportunities that Al-powered monitoring tools offer?

il

Productivity
and planning:
for example, data
analysis to anticipate
busy periods for
resourcing, staffing
and scheduling
purposes.

Improved
cyber security:
for example, secure
identity verification
processes for
accessing confidential
information on online
work systems.

Enhanced
physical safety
protections:
for example, for use
in mines to track the
location of miners and
flag environmental
safety hazards.
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Uptake and adoption of monitoring tools

The adoption of technology-enabled tools, and consequently the amount of worker surveillance, has
risen dramatically in recent years. However, this issue is understudied in Australia. Existing data is
drawn from research with different audiences, sample sizes and recency.

In Australia and internationally, the COVID-19 pandemic saw an explosion in demand for surveillance
technologies.® Globally, the worker monitoring software market reached US$1.98 billion in size in 2024,
and is projected to grow to US$6.11 billion by 2033.°

Polling conducted with Australian employers shows significant uptake of surveillance tools. In 2021,
research undertaken by Herbert Smith Freehills Kramer found that 91 percent of surveyed Australian
employers monitored their remote workers’ locations through software.” A 2020 survey conducted by
Capterra with 1400 Australian professionals found that 59 percent of surveyed business leaders used
software tools to monitor their employees.®

However, workers themselves have low awareness of the true extent of worker surveillance - even
when they are themselves subject to surveillance. A 2026 poll, commissioned by the Minderoo
Foundation, found that only 43 percent of over 2000 Australians surveyed were aware that some
employers use technology (including Al) to monitor workers. Only 9 percent knew that monitoring
was used in their own workplace.®

A number of Australian unions have also conducted their own research on the prevalence of worker
surveillance in a range of sectors:

= A 2025 survey by the Finance Sector Union found that 50 percent of over 1000 finance workers
surveyed reported high or very high levels of workplace surveillance, with more than half reporting
a negative impact on them and their work.'°

= A 2024 survey of Victorian members of the National Tertiary Education Union found that 53 percent of
455 respondents reported worker surveillance, with the most common means being visual recording,
monitoring of computer and internet use, monitoring of emails, and monitoring of worker metrics."

= A 2024 survey of Victorian Trade Hall Council members found that 61 percent of respondents
were aware of surveillance in their workplace, 81 percent said that the surveillance had not been
discussed with them, and only one percent were given a chance to opt out.”

Tech-enabled monitoring tools are adopted by employers for a range of purposes. The Australia
Institute’s Centre for Future Work found that a central motivation of employers is to enhance their
knowledge and control regarding their workers’ activities when they are on the job - and, in some
cases, when they are not.® Other common motivations in adopting worker monitoring in Australia and
internationally include: optimising productivity and efficiency; disciplining workers; improving worker
conduct and performance; protecting work, health and safety; complying with legal obligations;
protecting work property or proprietary information; training workers; and for cybersecurity purposes.
Monitoring data is also used for secondary purposes such as training Al models owned by technology
companies or employers.”
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Workers’ attitudes towards monitoring practices

Recent polling, commissioned by the Minderoo Foundation, found that workers’ acceptance of tech-
enabled surveillance depends on factors such as the purpose of the monitoring, the nature of the tool
relied upon, and the transparency and necessity of monitoring activities.

Notably, 75 percent of surveyed workers agree that monitoring should only be used where it is clearly
communicated and strictly necessary to check that they are meeting their job requirements. When
given a binary choice between two options, a majority (52 percent) said tech-enabled surveillance and
monitoring of workers is a fundamental breach of trust and privacy, compared with 38 percent who
said employers are within their rights to monitor performance.

Workers are more likely to find monitoring acceptable for purposes such as protecting company
property (69 percent), promoting work health and safety (68 percent), or for training purposes
(65 percent). However, they are less likely to accept monitoring to track productivity (44 percent),
or to observe and manage worker behaviour (39 percent).

Workers are also highly concerned about intrusive means of worker surveillance, such as audio
surveillance (72 percent), live-screen monitoring (71 percent), location tracking (71 percent), and
emotion recognition (70 percent). They are least concerned about monitoring for the purpose

of automating timesheets (48 percent).”®
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Emerging monitoring tools and uses

Many technology-enabled monitoring tools are available on the Australian market. These tools are
being used across a range of work contexts - from factory floors, to retail stores, to truck fleets, to law
offices - to monitor workers with various roles, and levels of autonomy.

Focus of
surveillance

Online and
on-device activities

Physical location,
movement and breaks
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communications
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Internet monitoring ® Desk sensors = Call recording and
d filteri o . analysis
an e = GPS monitoring via v
Monitoring of email and smartphone apps or = \/oice assistant
instant messaging work vehicles recording
Social media analytics
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measuring and
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(eg, time spent online)
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Types of
tools

Al-enabled webcams,
CCTV or body cameras
which can identify
people or objects and
track movement

= Fingerprint scans

= Facial recognition
technology

= Retinal scans

= Wearable
neurotechnology

m Al tools that assess facial
expressions and vocal
tone to infer emotions

m | | M sentiment analysis
tools that analyse written
communications
for tone and attitude

m Smartwatches that
monitor and assess
health data
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Home front: Surveillance software for remote work

Increasingly, tech tools are being used to monitor workers outside of conventional workplaces, when
they are working from home or remotely. Work-issued and BYO devices can be transformed into
surveillance devices by employers - often without workers’ knowledge or genuine consent.

Example: Safetrac

In August 2025, it was reported that Safetrac, a Victorian compliance training company,
installed surveillance software onto the company-issued laptops of workers who were

working from home. This enabled supervisors to monitor workers’ screens, and to activate
microphones to record workers’ audio, without the knowledge or consent of affected workers.”
The recordings, made over two months for up to ten hours per day, picked up any sound close
to the laptop. The software was capable of capturing private conversations within families, and
confidential information discussed with clients.'®

The software used by Safetrac is called Teramind. Teramind is a US-based company - one of a number of
companies offering tools with similar capabilities on the Australian market® An investigation by the UK
not-for-profit organisation Big Brother Watch found that, where Teramind is installed on a computer, the
software can track almost all activity on the computer - ‘every click and keystroke'. Employers are able
see a live view of their workers’ screens, and the Teramind dashboard can give supervisors granular,
instant, updates on staff members. A worker detected accessing job listing websites can trigger a
‘behaviour alert’, as can emails assessed by the software as having ‘angry’ sentiment.?

Other common forms of remote worker monitoring in Australia include tracking of email content and
web activity,? as well as monitoring enabled by software such as Microsoft Teams - which has opt-in
features like usage analytics and a location-awareness tool, and integrates data drawn from other
Microsoft products.?

Many jobs are now performed partly or wholly remotely: from traditional ‘office’ or professional work, to
call centre and platform work. That said, a high proportion of people working remotely are contractors
or ‘gig workers’, who do not have formal employment relationships with the organisations for whom
they work. Those people also have fewer protections as compared with formal workers, regarding the
allocation of work and other workplace rights, and less negotiating power.z

1"
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Hearts, minds and bodies

Many technology-enabled monitoring tools collect workers’ biometric and other personal information,
which is then used to draw inferences about the workers’ performance as well as their emotional or
physical state. They include facial and speech recognition software that assess facial expressions
and tone of voice to infer emotion; wearables such as headsets or chest straps that track heart rates
and other physical indicators of stress and fatigue; and tools that claim to detect ‘negative sentiment’
in written texts or emails.2* Emerging tools claim capabilities such as determining when workers are
paying attention. For example, Fujitsu has developed an Al model that purports to assess how much a
person is concentrating when performing tasks, based on their facial expressions.?® These tools can
be used in conventional workplaces and remote work contexts.

Human emotions are complex and individual, and cannot be reliably identified or classed through the
use of emotion-recognition tools.? The ways such tools collect and categorise personal data can be
unreliable, and inferences drawn from this data about workers may appear ‘scientific’, but are often
inaccurate or impossible to verify. For example, an Al system may infer that a person’s vocal tone is
‘warm’ or ‘angry’, without a clear reason for why that inference was reached. Due to a combination

of unrepresentative or biased training data, and assumptions built into the design of these tools, the
inferences drawn are often even less reliable for certain demographic cohorts, such as minority ethnic
groups and people with disability.?” In one documented case, an emotion recognition system assessed
black faces as angrier than white faces, even when both were smiling.?®

In addition to their propensity for error and discrimination, emotion recognition tools deeply intrude on
the privacy of workers by relying on persistent surveillance to identify private feelings. Even if these
tools were one hundred percent accurate, requiring workers to be subject to, for example, continuous
use of facial recognition technology over the course of a work day, would be an unjustifiable
interference with privacy.

Nonetheless, these tools are being relied upon to surveil workers and make workplace decisions.
Recruitment is frequently cited as an example of a workplace activity where emotion analysis is used
to assess prospective workers.?° They are also being used to evaluate job engagement, attitudes
and social interaction or conflict at work.

Example: Sentiment analysis

A representative from the Australian Finance Sector Union told a parliamentary inquiry that
one of its members had been adversely impacted by an Al recording tool. When speaking in a
recorded conversation, the member remarked ‘unfortunately it’s been really rainy lately’, which
prompted the Al to suggest the conversation had a negative sentiment.*°

12
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Productivity and efficiency tools

Some tools use data collected about workers’ online activity, location, movement or task-completion
rate to assess productivity and make Al-informed decisions or recommendations.® These tools assess
productivity against pre-set performance metrics, which can influence pay, scheduling, or disciplinary
actions. Workers may receive automated alerts, warnings or nudges to influence their behaviour,

and supervisors may be provided with continuous information about how individual workers are
performing, including in comparison to other workers.

There are well-documented instances of biases and inaccuracies with such Al tools.*? Many productivity
assessment tools are unreliable. A common problem is that they adopt metrics that are demonstrably
useful in assessing productivity in relation to very specific work tasks (eg, fruit picking), but are much
less relevant when applied to other work contexts (eg, customer service). Many of these tools measure
quantity over quality of work, and do not sufficiently take into account the context in which workers
operate (eg, how an influx of customers, or weather conditions, may impact productivity), nor how
individual workers may differ in their work habits and style, including due to factors such as their
cultural background, gender or disability.®

Example: Woolworths

Workers at Woolworths were monitored under a program known as ‘the Framework’. Warehouse
workers wore headsets which told them what items to pick, with these instructions generated
using Al.3* Each worker was then assigned a ‘pick rate’, which set a standard for how quickly
the worker should be picking and moving items in the warehouse. This program was designed
to speed up work based on algorithmic estimations of the time a worker should take to perform
tasks.® Some criticised the Framework for failing to account for differences between workers,
or the impact of incidents beyond a worker’s control, affecting their pick rate. At the end of each
workday, workers were given a performance score and faced potential disciplinary action if
they failed to achieve a 100 percent pick rate.®® Worker dissatisfaction with the Framework was
a factor in more than 1500 workers going on strike in November 2024, leading to an estimated
$14.0 million hit to profits.?

13
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Don’t employers need to know what their workers are up to?

Employers should be able to monitor their workers, provided such monitoring respects workers’ human
rights. International law sets out three criteria to determine whether such monitoring is justified.®®

First, an employer must have a legitimate purpose in monitoring their workers (using technology or
otherwise). While employers have reasonably broad discretion in satisfying this criterion, the fact

that an individual is on ‘work time’ is not, on its own, a sufficient justification. For example, it would be
legitimate to monitor a worker’s performance for the purpose of determining whether they are fulfilling
their job requirements or to keep them safe, but monitoring a worker for the purpose of assessing their
religion or their sexual orientation would not be legitimate.

Second, it is necessary to consider what impact, if any, the monitoring will have on workers’ human
rights. Most human rights may be permissibly limited, including the right to privacy. Certain ‘absolute
rights’ cannot be limited. For example, monitoring a worker to prevent them from leaving the premises
could be a form of arbitrary detention - something that cannot be justified under any circumstances.

Third, where a non-absolute human right is limited, the limitation must be no greater than is
reasonable, necessary and proportionate in the circumstances. For a measure to be ‘reasonable’, it
must be rationally connected to the legitimate purpose. This means that employers should be capable
of providing a reasonable explanation as to how the monitoring activity is likely to be effective in
achieving the purpose. For example, if an employer’s purpose for adopting surveillance is to ensure
that cyber-security requirements are met on laptop devices, it would not be reasonable to place
cameras in company cars, as that is disconnected from the purpose.

Determining whether a measure is ‘necessary’ involves consideration of any alternative options

for achieving the employer’s purpose, which are less invasive of human rights. For example, it is
unnecessary for employers to audio-record employees to determine whether they are completing their
allocated tasks, as there are less privacy-intrusive measures available, like human or technology-
enabled review of their task outputs on a given day.

Any limitation on human rights must not be disproportionate to the employer’s purpose. This involves
considering several factors, including the likelihood and severity of the impact on workers’ human
rights; whether there are safeguards in place to mitigate this impact (eg, opportunities for employees
to provide input and challenge Al-informed decisions); and whether some affected groups are
particularly at-risk or may experience disproportionate impacts (eg, neurodiverse employees may

be at-risk of misclassification by emotion-recognition tools trained on neurotypical cohorts).

14
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How does unreasonable surveillance affect Australian workers?

Unreasonable surveillance can lead to a range of harms to workers individually and to the broader
Australian workforce. Gaps in existing laws exacerbate these harms. As outlined in the next section,
many of the more intrusive forms of tech-enabled surveillance do not even have a clear benefit for
employers - which makes their use even harder to justify.

Privacy and blurred lines between work and home life

Tech-enabled monitoring tools can provide employers access to sensitive personal information
about a worker’s opinions, religion, sexuality, health, finances and other information that is irrelevant
to a person’s job and should not factor into decisions about their work performance. Some worker
surveillance practices involve a near-total loss of privacy for workers, with virtually every movement
and communication tracked by their employer.3®

Surveillance can leave workers with no private space that is ‘safe’ from surveillance, and untied to
their job. Intimate details about workers’ family lives can also be collected - for example, tools that
monitor people working from home can capture information about their children.

Data collected for seemingly legitimate purposes can be used also for illegitimate purposes. This

is known as ‘purpose creep’. For example, cameras introduced to protect workers from abusive
customers may also be used to monitor staff for behaviours that employers deem unsatisfactory. This
can increase risks of data misuse and security breaches - worker data can be exposed to fraudsters,
or used by third-party platforms for purposes like targeted advertising.

Accountability and access to information

Surveillance increases the power imbalance between workers and employers.*® Workers may feel
pressured to accept unwanted surveillance because they fear losing their job. Employers in turn
gain access to vast amounts of information about workers, which can be used to make decisions
about individual workers and alter dynamics across workforces, while workers are left in the dark
about how these tools are being used on them. Workplace relations law depends on workers being
able to exercise their rights and organise collectively against unfair practices. This is undermined
by information asymmetries.

For example, rideshare companies such as Uber have reportedly adopted opaque Al systems that
incorporate data collected on workers to determine pay for each ride - driving pay down to the lowest
possible pay that workers will accept.#' These kinds of tools create the potential for invisible systemic
impacts across entire sectors.

Human dignity

Intrusive surveillance degrades the dignity of workers.“2 Ubiquitous monitoring can be experienced as
inherently punitive and demeaning.*®* Workers who are micromanaged and constantly assessed feel a
loss of autonomy and pressure to behave less like humans and more like machines. In the words of one
Australian worker: ‘| feel like a robot. | feel constantly monitored... | feel battered like a dog.’*4

15
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Work health and safety risks

Unreasonable surveillance can lead to psycho-social harms like increased stress, anxiety and other
mental health risks.*> For example, research indicates that merely being subject to emotion monitoring
provokes stress.*® One worker reported that ‘[surveillance is] just this constant, unnecessary, nerve-
racking stress: You're trying to concentrate and in the back of your mind you know you’re on camera
the entire time’.#” The Victorian Trades Hall Council reported on a use of workplace surveillance that
created a ‘highly dysfunctional and negative’ work environment - one of the workers took their own
life, and another two were placed on suicide watch.*®

Unreasonable surveillance can also endanger physical health and safety. Productivity-maximising
tools can discourage workers from taking appropriate breaks, and encourage working at an
unsustainable pace. Such work intensification can increase risks of workplace accidents and physical
injuries associated with repetitive strain or prolonged stasis.*® This can also put the general public

at risk: for example, transport workers pressured to meet unrealistic targets may be more prone to
road accidents.®

Bias, discrimination and exclusion

Research shows that certain groups experience disproportionate surveillance, and are more likely to
be negatively affected by technology-enabled monitoring. These groups include low-skilled workers,
workers with less autonomy in the workplace, and workers with weaker bargaining positions -
including young people, women, and migrant workers.% Women are also more likely to have flexible
work arrangements, making them particularly vulnerable to surveillance in the home.%2

When these tools are used to make work assessments or decisions, there are significant
discrimination risks for legally protected groups. These include people with disability or from diverse
backgrounds who look or behave outside of the ‘norm’ determined by an Al system’s training data and
design.®® When the same tools are relied upon across organisations and sectors, discrimination can
occur at scale, exacerbating existing inequalities.>*

Chilling effects on freedom of expression and other rights

Tech-enabled surveillance can inhibit freedom of association.®® Data analysis can be used to predict
which workers may be involved in unions, and software can track whether workers write the word
‘union’ in their emails.®® Some employers have used such tools to identify and penalise workers for
union involvement.’

Even if employers are not actively using monitoring tools in this manner, knowing that one is being
watched can inhibit workers from exercising their right to join a union, or to speak and move freely,
including outside of work hours.58
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Is there a business case for intrusive worker surveillance?

Surveillance tools are often promoted as boons for productivity.>® Yet research show mixed results
in practice.®® On the contrary, there is extensive research indicating that some forms of worker
surveillance, which are perceived negatively by workers, lead to a range of poor organisational
outcomes.® Relevant factors include:

= the purpose of surveillance: workers tend to perceive a vague or unspecified purpose as excessive

= the invasiveness of the surveillance: surveillance is perceived as more invasive when it focuses on
worker’s thoughts, feelings, physiology, location and reputation

= transparency regarding the use of surveillance: monitoring processes that are opaque or secretive
can be perceived as unfair.5?

Such surveillance practices are linked with reduced work satisfaction and commitment to the
organisation; and negative effects on workers’ performance, autonomy and creativity.%® They can also
contribute to high worker turnover.%4

Unreasonable surveillance erodes trust between employers and workers.® High-trust cultures are
proven to support high productivity,®® whereas fearful workers are less likely to perform at their best
- in fact, excessive worker surveillance has been shown to lead to counterproductive work practices,
including increasing workers’ propensity for rule breaking and resistance.®” In addition, businesses
whose surveillance practices might breach existing employment or privacy law face greater
reputational risks, and compliance risks.%®

Tech-enabled surveillance tools do not always do what they say on the tin, and can provide incomplete
or inaccurate information to employers. For example, some tools rely on inappropriate productivity
metrics that conflate ‘activity’ with increased productivity. Tools that measure the amount of emails

a worker sent per day, the number of meetings they attended, and how active they were on their
device, do not necessarily reveal anything about the quality of their work, the effectiveness of their
communications, or the strength of their judgment. Such tools can also create perverse incentives to
appear ‘busy’ rather than doing the creative thinking or collaboration required to do one’s job well.”®

There are alternatives that avoid these risks, such as outcome-focused performance management,
the setting of clear expectations, and building trust across the organisation.”
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Australian law is out of date, and out of step with the needs
of workers and employers

Worker monitoring and surveillance is regulated through a range of laws at the state, territory and
federal levels, including privacy law, workplace relations law, and work health and safety laws. In addition
to ambiguity arising from this complexity, there are gaps that arise ‘between’ these frameworks.”? The net
effect is that workers are inadequately protected from surveillance-related harms, and employers face
difficulties when trying to do the right thing by their business and workers.

A critical problem is that current privacy law relies on workers consenting to the use of monitoring or
surveillance. As a result, many employers provide generic disclosures of surveillance in internal policies,
or in employment contracts. If employers provide notice to workers of a new policy, no specific objection
may be taken as consent. Once workers have accepted a contract or a policy, they generally have

little understanding or control over how they are being monitored beyond that point. Due to the power
imbalance between employers and workers, consent is not a fair basis for the adoption of surveillance
in the workplace - in reality, workers are unlikely to raise objections if it may jeopardise their job, or a
job opportunity. Consent is also undermined when intrusive surveillance goes well beyond what workers
reasonably expect in the workplace.

Legal issue relating to worker monitoring Federal State and NSW and
Privacy Act territory general ACT workplace
surveillance laws surveillance laws
Protections against surveillance in certain areas like @ o

bathrooms, change rooms

Other protections regardless of a worker’s purported consent @ @
Specific consideration of workers and the workplace context 8 8
Extension of protections to workers and workplace data 0

Protections against intrusive monitoring of workers’ personal data
and activity on computers or other devices (“data surveillance”)

Q0 QOO

Regulation of the collection and use of biometric information 8

Regulation of new Al-driven tools, such as emotion recognition
tools, productivity tools and neurotechnology

Articulation of protected ‘private activities’ and ‘private @
conversations’ applicable to modern ways of working

Work health and Fair Work Anti-discrimination
safety laws Act laws
Application of existing obligations to new Al tools
Clarity regarding liability for workplace decisions made or 0
directly informed by Al tools owned or managed by third parties
Key:
& No regulation or protection Uncertain regulation/protection
@ Regulatory coverage/protection Incomplete regulation/protection
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The current regulatory uncertainty is bad for workers and employers

Workers are inadequately protected from surveillance-related harms. It is also difficult for workers
to exercise the legal rights they do have - due to the law’s uncertainty and complexity, and the
significant challenge of gathering evidence about the use of these tools.

Meanwhile, employers simply don't know where they stand. This could simultaneously deter employers
from monitoring workers in legitimate ways, and enable less scrupulous employers to get away with
unjustified surveillance.

Due to inconsistencies between state and territory laws, protections for individual workers depend on
their location. This is also a headache for businesses operating in more than one state or territory as
they must comply with multiple, sometimes inconsistent, surveillance laws.”®

Crucially, our law does not adequately reflect workers’ inalienable human rights, in conventional
workplaces and while working remotely. Workers should not have to accept unreasonable surveillance
because they've signed an employment contract, or to trade privacy rights away because they have
elected to work from home. A balanced approach is needed, and legal clarity can help employers to
appropriately draw the line.
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Where should we draw the line?

As outlined above, international human rights law can help us develop a balanced approach that
addresses the needs of employers and the rights of workers. The three-step human rights law test
provides consistent, internationally-recognised criteria to assess a broad range of surveillance
practices.”* This test has already been incorporated into domestic laws overseas.

Fair and reasonable test

The Federal Government has committed to introducing a ‘fair and reasonable’ test into the Privacy
Act 1988 (Cth).”® The proposed new provision would better align the Privacy Act with international
human rights law, especially by addressing the common problem that individuals often do not provide
genuine, free and informed consent to the handling of their personal information. Regardless of
consent, organisations would be required to meet certain minimum requirements in collecting or using
an individual's personal information.

Fair and reasonable test:
In determining whether a collection, use or disclosure is fair and reasonable in the
circumstances, the following matters may be taken into account:

(a) whether an individual would reasonably expect the personal information to be collected,
used or disclosed in the circumstances

(b) the kind, sensitivity and amount of personal information being collected, used or disclosed

(c) whether the collection, use or disclosure is reasonably necessary for the functions and
activities of the organisation or is reasonably necessary or directly related for the functions
and activities of the agency

(d) the risk of unjustified adverse impact or harm
(e) whether the impact on privacy is proportionate to the benefit

(f) if the personal information relates to a child, whether the collection, use or disclosure
of the personal information is in the best interests of the child, and

(g) the objects of the Act.”®

Worker surveillance is regulated by state and territory surveillance laws, and the Privacy Act applies
concurrently at the federal level. While the new provision would apply in all contexts covered by the
Privacy Act, HTI's preliminary view is that this provision could be fleshed out in greater detail for the
specific context of worker monitoring and surveillance. That is, general terms like ‘unjustified adverse
impact or harm’ could be defined for the specific worker surveillance context.

Ideally, such a provision would apply throughout Australia, giving regulatory certainty for businesses
and clarity of protection for workers. Harmonised reform could take place by amending relevant
federal, state and territory laws.

HTI will explore the following questions in consultation with stakeholders:

= Are the criteria for the fair and reasonable test an appropriate basis for assessing whether
worker surveillance practices are legitimate?

= Should the criteria in the fair and reasonable test be fleshed out and adapted to the worker
surveillance legal context?
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How could a fair and reasonable provision apply to worker surveillance?

The scenarios outlined below demonstrate how a fair and reasonable provision could be applied to the
worker surveillance context.

(a) Reasonable expectations of the affected worker

This involves considering whether a worker, acting reasonably in the circumstances of the particular
employment arrangement, would expect the particular monitoring measures.

A reasonable person would have a higher expectation of privacy when they are in their own home, as
compared to a typical workplace.”” Similarly, workers are likely to expect employers to monitor their work
activities and outputs, but may not expect monitoring to extend to their personal lives, such as their
relationships and political beliefs. Workers are also unlikely to expect that data collected at work would
be used for purposes entirely unrelated to work - like for sale to third parties for commercial use. The
kind of notice and policies provided by an employer will influence what workers may reasonably expect.

(b) The kind, sensitivity and amount of personal information

Almost every employment relationship involves some collection of personal data. However, when such
data is collected, there should be protections in place to secure the data; and to prevent unnecessary,
excessive data collection beyond what is required for the employer to meet their business and legal
requirements. There should be a strong justification where employers want to collect and rely on
sensitive data, such as biometrics, to monitor workers.

Whether the collection, use or disclosure is reasonably necessary (private sector and government),
or directly related to a government agency’s functions and activities

This criterion recognises that employers have a broad but finite range of legitimate purposes for
monitoring workers. Meeting this criterion could involve an employer expressly setting out their
purpose in conducting a monitoring activity. The monitoring would in turn need to be reasonably
capable of achieving the stated purpose.

Risk of unjustified adverse impact/harm, and proportionality requirement

These related criteria reflect the human rights law proportionality test outlined above, and require
the consideration of several questions:

= What is the likelihood of adverse impact or harm to workers? This involves consideration of
what legal or human rights may be interfered with, such as privacy or worker rights protected under
employment laws. It also involves assessing the severity of the possible impact on rights.
For example, audio-recording is a strong invasion of privacy, while monitoring the amount of
time a worker spends logged into a work system is less severe.

= Are there alternative options available that would be less invasive of workers’ rights?
For example, if an employer wanted to record the days that workers spend at the office, adopting
location tracking would be unnecessary, because there are less intrusive options available to
achieve the same outcome (like a sign-in system).

= Are certain groups particularly at risk, or likely to experience disproportionate impacts?
For example, a productivity tool that does not take into account reasonable accommodations for
people with disability will disproportionately impact that group.

= Are there safeguards in place to mitigate potential harms? For example, consent processes
or routine audits of monitoring tools.
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Applying the fair and reasonable test criteria, monitoring focused on tasks or work processes for clear
business purposes are more likely to be legitimate. Surveillance focused on an worker’s personal life or
personal characteristics is less likely to be legitimate.

Likely legitimacy of different targets of surveillance

Likely to be legitimate It depends Likely to be illegitimate

Generalisable Geographic
operational location of
processes workers

Worker opinions,
attitudes, beliefs

Task-related
monitoring relevant Communications Facial expressions
to a person’s job on work devices and physicality

functions

Personal
relationships and
activities outside

of work hours

Physical Customer
features of or team
worksite interactions

Example: Use of biometrics

A clothing store introduces a new Al system that uses facial recognition to verify staff
attendance. This is outlined in a new policy sent to workers, and the next day facial recognition
cameras are placed at the general staff entrance of the store. When a worker objects, their
manager tells them that if they refuse to comply with the system, they can look for another job.

This is likely to be an illegitimate use of surveillance. Biometrics used to identify a person
involves the use of sensitive information, and requires a strong justification such as heightened
or sensitive security risks, which are unlikely to apply in this example. There are alternative
ways to verify physical attendance that are less intrusive, like the use of individual staff swipe
cards. This example also does not involve a genuine consent process - where biometrics

are adopted, employees should be provided with alternative options, without the spectre of
termination or other punishment.
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Example: Location tracking

A company installs location trackers in its delivery vehicles, to optimise routes, track deliveries,
and for specified work health and safety purposes - including to improve emergency responses.
Managers may review data for training purposes, or when a safety incident has occurred, with
input from drivers. This is all outlined in a policy provided to workers during induction, and there
is a notice on the dashboard of company vehicles stating that GPS tracking is in use. Where
drivers have arrangements to use the vehicle for dual work and personal uses, the driver can
switch off the GPS tracker after hours.

This is likely to be legitimate. The location tracking is for legitimate, clearly defined and
communicated purposes, which are linked to the worker’s job description and hours, with
safeguards in place to prevent purpose creep, misuse or unfairness.

Example: Call recording and analysis

A customer service company records calls that come through the company hotline for training
purposes. This is clearly communicated to workers and customers.

This is likely to be a legitimate use of surveillance. Monitoring calls for training is a legitimate
purpose. Workers are informed upfront, and recording is restricted to calls coming through the
hotline that are directly work-related.

Another customer service company analyses call data to assess ‘negative sentiment’ from
workers, using an Al system. Staff deemed more ‘negative’ by the Al are automatically
downgraded against performance metrics that feed into their KPIs. It is unclear how the system
makes these assessments.

This is likely to be illegitimate because it is an unnecessary and disproportionate use of
surveillance. As well as being privacy intrusive, sentiment analysis tools have known accuracy
problems, and can be legally discriminatory. There are less intrusive ways to assess the quality
of customer service calls - such as through customer surveys.
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Next steps

HTI is consulting with industry, union, civil society and government representatives, as well as
independent experts. These consultations will focus on testing the law reform proposal set out in this
Snapshot Report.

If you are interested in participating, please contact:

Sarah Sacher, Senior Responsible Technology Policy Specialist
Sarah.Sacher@uts.edu.au
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